
QUEEN MARGARET’S, YORK E- Communications and E-Safety Policy

E-Communications and E-Safety Policy C4 (ISI reference 7h)

This Policy contains guidelines for pupils and staff when communicating and working online
and with IT systems.

This policy has been written in regard to Standard 12 (Contact with parents/carers) of the
National Minimum Standards (NMS) for Boarding Schools (September 2022) which provides
and requires that boarders can contact their parents/carers and families in private and schools
facilitate this where necessary. This does not prevent schools from operating proportionate
systems to monitor and control the use of electronic communications in order to detect abuse,
bullying or unsafe practice by boarders.

This policy has been written with due regard to NMS 8.4 Safeguarding:

…….the approach to harmful online content and how boarders’ devices are managed in terms of
bringing a device into the school, and harmful content that may already be downloaded on to it,
and the opportunity to download harmful content via 3,4 and 5G that will bypass the school’s
filtering and monitoring systems.

The policy sets out measures for internet safety and includes a description of the school’s use of
filters and the school’s monitoring of usage by pupils and staff.
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1 Introduction

Computers, Information Technology (IT) and E-Communication are an integral part of life at
Queen Margaret's. The school provides a network, computing facilities and related services for
the primary purposes of  pupils’ education and the more effective administration of the School.
It is appreciated that these facilities and services will also be used for recreational purposes;
however the school's priority is to maintain the integrity of these services for the provision of a
safe, effective and responsive learning environment and an effective administrative tool for the
School.
Technology and the Internet play an ever growing part in all of our lives, and today’s pupils will
not remember a world without it. There are a great many opportunities for educational,
research and recreational use of the resources available online; but there are also risks
associated with using these services. Queen Margaret’s is committed to ensuring that they
provide the staff and pupils of the school with every opportunity to develop the skills necessary
to safely navigate in the digital world. It is important that pupils are taught how to research
using the Internet and to evaluate sources. They need to know why some apparently
authoritative sites need to be treated with caution. Some websites that appear to be serious
historical sites actually may be promoting racist, homophobic, jihadist or other propaganda.

1.1 Policy Aims

The aims of this policy are:
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● To safeguard and promote the welfare of staff and pupils by defining how the school will
implement its e-safety procedures

● To ensure staff and girls are aware of the expectations and responsibilities that apply to
them when using the school's IT services and communicating electronically

● To encourage staff and girls to make appropriate, responsible use of the wealth of
educational materials which the Internet and electronic communication affords to them

● To minimise the potential risk to the school's reputation and assets through any misuse
of technology and electronic communication

1.2 Policy Scope

This policy applies to all staff, girls and administrators of the Queen Margaret’s IT Services and /
or infrastructure.

2 Related Policies and Documents

Reference should also be made to the following policies and documents:
● Policy A6 Safeguarding Policy
● Policy C8 Tackling Extremism and Radicalisation Policy
● Policy A4 Behaviour (girls)
● Policy A8 Countering Bullying
● Policy B4 Staff Behaviour, Grievance and Whistleblowing Policy incorporating Staff Code

of Conduct
● Policy C21 Data Protection
● Taking, Storing and Using Images of Children Policy

3 Monitoring and Identification of Users

1. Users should not expect nor assume that their school files, emails and Internet activities are
private.

2. The school reserves the right to monitor all activity on the school network by all users. All
forms of electronic data held on the school's systems are the property of the school. The
Director of Digital Strategy, IT Manager and any designated staff can access any data stored
on the school's systems at any time to ensure that the system is being used appropriately.
Also, at the request of the Head or a member of SLT, the IT Support Team will investigate if
there has been any breach of this policy by searching files and communications on the
school's systems.

3. All users are given a unique username and password. This password must be kept secret at
all times. The IT Support Team will, at times, require users to change their passwords. If a
user feels that their password has been compromised they must see the IT Support Team
immediately to have it reset. The IT Support Team does not hold the passwords of any
individual user and will only reset the passwords of a user at their own request.
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4. Any activity carried out under the username of an individual is the responsibility of the
named person associated with that username. It is the user’s responsibility to ensure that
they properly log out of the computer or website when they have finished using it.

5. Users must not use another person's account or attempt in any way to discover their
password.

4 Use of IT Systems and Services

Queen Margaret's School provides a computer network, email facilities, Internet access and
other associated services for its staff and girls. The school expects all users to use IT facilities
according to the following conditions: 1

4.1 Internet Usage

1. Girls have restricted access to the Internet, which is filtered on a School Year group basis.
Access times are enforced by the school's IT systems and “non-study” sites will be
allowed at predefined times.

2. Users must not discuss or post content that reflects Queen Margaret's School, its girls or
its employees in an inappropriate or defamatory manner through any electronic
communication methods. This includes posting to Social Networking sites and other
interactive websites.

3. When accessing another network or IT service from the school's IT network, any breach
of the Acceptable Use Policy or Terms and Conditions of that network will be regarded as
unacceptable use of the school's IT systems.

4.2 Communication between Girls and Staff

1. Staff should not divulge personal contact details (mobile telephone numbers, non-work
email addresses, social networking sites etc.) to girls.

2. All electronic communication between staff and girls of the school should be carried out
through the school's IT facilities unless specific advice has been given about how to
safely conduct communication through non-school systems. Some examples of2

non-school platforms that may be permitted are:
a. Web-based learning platforms not hosted by the school
b. Mobile device apps for use in teaching and learning

3. Communication between staff and girls may include:
a. Private email communication 3

3 Staff must not use personal email accounts to communicate with girls unless in an emergency. Any use of personal email accounts
to communicate with girls must be logged and reported to the DSL.

2 The strong recommendation to use school IT systems for electronic communication is to ensure that both staff and girls can be
properly protected in the event of any claims being made. Any communication that happens outside the school's system cannot be
logged by the school and therefore the school cannot offer protection to the user.

1 The list of activities in this policy is not meant to be exhaustive. In accordance with this policy, any use of the school's IT systems
for any activity which may reasonably be regarded as unlawful is not permitted. The purpose of this section is to bring to the user's
attention those activities most commonly associated with the abuse of a network.
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b. Messages through blogs, forums and any other interactive web medium 4

c. Social Networking sites 5

d. Mobile phone text messages and phone conversations

4.3 Copyright and Software

1. Users must not breach the copyright in any materials whilst using the school's IT
systems. This includes, but is not exclusive to:

a. Copying, or attempting to copy any of the school's software
b. Copying the work of another user or engaging in plagiarism
c. Storing any files in their storage areas which require copyright permission, and

where that permission is not held
2. Any breach of copyright whilst using the school's IT systems is the individual user's

responsibility and the school cannot accept liability or litigation for such a breach. (See
Appendix 2)

3. Users must not download, copy or attempt to install any software onto school owned
computer systems.

4.4 Illegal and Inappropriate Use

1. Users must not use the school's IT systems to harass or bully any other person. Any such
activity will be treated the same as physical bullying and will be subject to the
Countering Bullying Policy (A8).

2. Under no circumstances should any users of the school's IT systems download, upload
or bring into school material that is unsuitable for children or schools. This includes any
material of a violent, racist, pornographic or sexually inappropriate nature. The
transmission, display, storage or promotion of any such material is a violation of the
Computer Misuse Act 1990, and possession of certain types of material can lead to police
prosecution.

3. Users must not use the school's IT systems for the creation or transmission of obscene,
abusive, offensive or indecent images, data or other material, or any data capable of
being resolved into obscene or indecent images or material. 6

4. Users must not use the school's IT systems for the creation of material with the intent to
defraud.

5. Users must not use the school's IT systems for the creation or transmission of
defamatory material.

6 It may be permissible for such material to be received, created or transmitted where this is for properly supervised and lawful
purposes. This may include, for example, approved teaching or research, or the reception or transmission of such material by
authorised personnel in the course of an investigation into a suspected or alleged abuse of the school's facilities. The discretion to
approve such use, and the responsibility for any such approval, rests with the Governors and / or the Head. Approval for such usage
must be sought in advance.

5 It is most inadvisable for a member of staff to have current girls as friends on Social Networking Sites, unless that girl is a close
personal relation. To do so poses a real risk to both staff and girls. The school has no control over the content that is made available
through these sites.

4 Interactive web medium refers to the development of web based technologies that allow a user to interact with other users of the
website. Any use of this type of technology that is not hosted by the school, to communicate with girls must be in line with provided
guidance on its safe usage.
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6. Users must not use the school's IT systems to transmit or store any material that would
be considered inappropriate on paper. This includes files stored on CD, DVD or any other
electronic storage medium.

7. Users must not use the school's IT systems for the creation or transmission of content
that promotes extremist activity. Reference should be made to the Prevent Policy (C8)
for more details.

4.5 Use of Personal Devices

1. Users must only connect network enabled devices to the school's IT network through the
prescribed methods and all connections must be carried out under the user account of
the device's owner.

2. The School currently permits the connection of the following device types; computers,
laptops, smartphones and tablet computers. As technology develops this list will be
reviewed.

3. It is the users’ responsibility to ensure that all personally owned devices connected to
the school's network have an appropriate and up-to-date anti-virus software package
installed and functioning. Any device found not to have such protection and to be
causing network disruption will be removed from the school network with immediate
effect.

4. When accessing any of the school's IT resources from a remote location, this policy still
applies where appropriate.

4.6 Network Security

1. Any attempt by a user to compromise the security or functionality of the school network
and its IT systems, either internally or externally, will be considered as “hacking”. It
should be noted that “hacking” is illegal under the Computer Misuse Act 1990 and is
prosecutable under law.

2. Users must not deliberately attempt to gain unauthorised access to networked facilities
or services, including any attempt to probe, scan or test the vulnerability of the system
or network.

3. Any attempt to circumvent the school's firewall and Internet filtering systems will be
treated as a breach of this policy. This includes the use of proxy servers, VPNs, websites
and mobile broadband devices to bypass the Internet filtering system. Such activity will
be subject to the standard disciplinary procedures and sanctions could include the
removal of access to the School's IT systems and / or Internet access.

4.7 Data Protection

1. Staff must be vigilant to prevent a breach of the Data Protection obligations placed on
the School so as to ensure compliance with the School’s legal responsibilities. Staff
should familiarise themselves with the Data Protection Policy (C21) to ensure that you
have an understanding of the type of data that is protected.
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2. If you require remote access to School files covered by data protection you must use
either an encrypted storage medium, the school’s remote access server or the school’s
cloud based storage. Training and information is available on the use of these
applications and you should ensure that you receive this.

3. Staff must not upload any files covered by Data protection onto cloud storage services
such as iCloud, One Drive, Dropbox or any similar systems that are not managed by the
school.

4. Staff who use personal devices to receive School email must notify the School’s IT
support department immediately they become aware that the device may have been
mislaid or stolen so that immediate action can be taken remotely to erase all School
emails from that device.

4.8 Personal Use and Responsibilities

1. Users are responsible for all files that are stored in their storage areas and for any visits
to websites carried out under their user account.

2. Users must not carry out any of the following deliberate activities:
a. Corrupting or destroying other users' data
b. Violating the privacy of other users, including through the use of digital cameras,

phones and other multimedia equipment. Specifically you must not take and post
photographs of other girls without their clear consent.

c. Disrupting the work of others
d. Denying service to other users (for example, by deliberate or reckless

overloading of access links or switching equipment)
e. Continuing to use an item of networking software or hardware after the school

has requested that use cease because it is causing disruption to the correct
functioning of the school's IT systems

f. Other misuse of the school's IT and networked resources, such as the
introduction of viruses or other harmful software to the school's IT systems

g. Unauthorised monitoring of data or traffic on the school's IT network or systems
without the express authorisation of the owner of the school's network or
systems

3. Any use of the school's IT systems for non-study or non-work purposes must be carried
out in the user’s free time. It must also be noted that any use of the school's IT resources
for personal activities is carried out at the user’s own risk. The school cannot be held
responsible for any personal financial transaction carried out when using the school's IT
resources.

4. The school provides file storage for all users on the network and in the cloud for work
and study related files. Any personal files should be stored on the user’s personal storage
medium and not on the storage provided by the school. It should be noted that it is the
user’s responsibility to ensure that these personal files are adequately backed up. Do not
use your provided storage areas to store personal photos, music or videos.
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4.9 E-Communication and Email

1. All users are responsible for the content of the messages they send.
2. Care and thought is crucial before using a “reply to all” or sending to a bulk email

address. It is each user’s individual responsibility to ensure that only the intended
recipient receives the email.

3. Email and electronic communication is the equivalent of a written document and can be
used as an evidential record. With this in mind, care and attention should always be used
before sending any electronic communication.

4. Email should not replace traditional methods of communication. For example sensitive
managerial issues or issues of a secure nature should be conducted in a face-to-face
environment

5. Emails which are abusive, defamatory or discriminatory in any fashion must not be sent
from any school email accounts. Any such action will result in disciplinary action.

6. Users are not permitted to use the school's email system to distribute unsolicited
(SPAM) or chain mail. Any such mail that arrives in the school's system should be deleted
immediately and not distributed around the school's systems.

7. Users who receive emails regarding viruses, phishing attacks or security threats must
notify IT Support through the Help Desk system as soon as possible.

8. Users must not use an email address they are not authorised to use.

5 E-Safety

Queen Margaret's believes that IT can and should be used to enrich the education of all girls. IT
also provides the staff of the school with a great many tools to help them play their part in
providing the girls their education. Whilst the school sees the benefits of using this technology, it
is also aware of the potential risks that the Internet, IT and related technology can pose. The
school believes that E-Safety is the responsibility of the whole school community, and that all
members of that community have their own part to play in ensuring that everyone can gain from
the benefits that the Internet and IT afford to teaching and learning, whilst remaining safe.

5.1 Risks of IT use and the Internet

The school has identified the following risks that IT and the Internet can pose to its community:
7

● Copyright infringement
● Obsessive use of the Internet and IT
● Exposure to inappropriate materials
● Inappropriate or illegal behaviour
● Physical danger or sexual abuse
● Inappropriate or illegal behaviour by school staff

7 This list is by no means exhaustive, but means to highlight some of the main areas of risk that the school has highlighted.
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5.2 Creating a Safe IT Learning Environment

Following advice from the Government, the school believe that the best way to provide a safe IT
learning environment is a tri-fold matter:

1. Create an infrastructure of whole school awareness, designated responsibilities, policies
and procedures. This can be achieved by:

a. Raising awareness of the risks of technology.
b. Ensuring that policies and the education programme continues to adapt to meet

new and emerging technologies.
c. Establishing a clear understanding of the responsibilities of all of those involved

with the education of children, with regards to E-Safety.
d. Ensuring that the school's policies and procedures are effective and kept

up-to-date.
e. Ensuring that all staff and students are aware of their own responsibilities to

ensure that technology is being used safely within the classroom. This will be
achieved by including the Students’ Acceptable Use appendix in their planners,
regularly signposting staff to this policy and ensuring that the related Behaviour,
Countering Bullying and Discipline policies have reference to sanctions for the
inappropriate use of technology.

2. Make effective use of technological tools to ensure the safe use of the Internet and school
IT systems. These include:

a. Firewall protection of the school's network.
b. Virus protection of all relevant school managed IT systems attached to its

network.
c. Filtering, logging and content control of the school's Internet connection. The

school utilises the Smoothwall filtering technology to provide real time web
filtering that operates on a site-blocking level as well as analysing new and
unknown sites at the point of access. The filtering is divided into categories and
applied as appropriate across different year groups and at different time periods.
This allows greater filtering for our younger students as well as more relaxed
filtering (i.e. allowing Social Networking to the older students) at defined
non-study periods. The Smoothwall system has a robust monitoring and
reporting system allowing the school to be alerted to and respond to any access
to inappropriate content.

d. Reporting systems for all users to report any concerns about e-safety issues are
available. In the first instance all users should report any concern through the IT
Support web based ticket system https://helpdesk.queenmargarets.com From
here the issue will be investigated and escalated as required. The additional
routes for reporting are defined in the individual users’ responsibilities defined
in section 5.3 below.

3. Develop an Internet safety education programme for the whole school. This will consist
of:
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a. An ongoing Internet Safety education programme for all girls of the school. We
are aware of the need to inform and educate the girls in our care regularly about
online risks thus building a resilience in QM girls to protect themselves and their
peers. Online safety is a standing item on every termly PSHE drop-down day for
every Year Group; in addition Senior Tutors use Year Group assemblies or Mark
Reading to highlight risks associated with online activity. Furthermore, if the
school becomes aware of dangerous trends or sites we may use House Meetings
to address and inform about immediate concerns.

b. Continued Professional Development of all staff to ensure that they are equipped
to support the girls of the school, and are also fully aware of their responsibilities
in using IT, both in and out of school.

c. An on-going education programme for the wider school community so that they
have access to the knowledge and tools available to support the actions of the
school in these matters. Given that we are a boarding school it is not possible to
organise face to face events designed to educate parents across all age groups in
online safety. We therefore include any such communication in end-of-term
letters or, if appropriate, in the introductory programme for Year Group parents'
meetings.

d. 5.3 Individual Responsibilities
This section details the responsibilities of different individuals within the school in the support
and implementation of this policy.

5.3.1 Governing Body's responsibilities

1. To ensure that e-safety is included as a part of the regular review of safeguarding and
health and safety within the Governor’s Pastoral Committee meetings.

2. To support the Head and DSL to ensure that the correct policies and procedures are in
place, and also that the funding required to achieve these policies and procedures is
available.

5.3.2 Head’s responsibilities

1. To ensure that the DSL is given enough time, support and authority to carry out their
remit

2. To ensure that the governing body is kept informed of any issues and policies relating to
E-Safety

3. To ensure that the appropriate funding is available to support the technological
infrastructure and CPD training for the E-Safety programme.

5.3.3 Designated Safeguarding Lead responsibilities

1. To assume overall responsibility for all Safeguarding issues, including E-Safety
2. To seek professional development on the safety issues relating to the use of the internet

and related technologies, and how these issues relate to young people.
3. Take a proactive role in the e-safety education of the girls.
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4. Develop systems and procedures for supporting and referring girls identified as victims
or perpetrators of e-safety incidents

5. To develop management protocols so that any incidents are responded to in an
appropriate and consistent manner.

6. To work with appropriate members of staff to develop an e-safety education programme
for the girls.

7. To maintain a full log of all safeguarding incidents, relating to e-safety which occur in the
school.

8. To maintain an appropriate level of professional conduct in their own Internet use, both
within and outside of school.

5.3.5 Director of Digital Strategy responsibilities

1. To work with appropriate members of staff to develop a CPD programme for staff to
cover all areas of e-safety; both in and out of school.

2. To work with appropriate members of staff to develop an e-safety education programme
for the girls.

3. Provide the technological infrastructure to support this policy and any related
procedures.

4. To recommend reviews of technical solutions, procedures and policies based upon
analysis of logs and emerging trends.

5. Reporting any breaches of the school's network security to the Head.
6. To perform regular audits and checks of the school's networked systems to look for signs

of misuse or inappropriate files. Any such findings need to be reported back to the Head
and / or the Police.

7. Review the technological systems upon any discovery or breach of this policy, to ensure
that the same breach cannot happen again.

8. Liaise with the DSL if any breach can be traced back to an individual girl.
9. Liaise with the Head if any breach can be traced back to an individual member of staff.
10. To maintain an appropriate level of professional conduct in their own Internet use, both

within and outside of school.

5.3.6 Staff responsibilities

1. To develop and maintain knowledge of e-safety issues, with particular regard to how
they might affect children and young people.

2. To ensure that any incidents of IT misuse are dealt with through the correct channels, in
line with this policy. In the first instance, all reports should be logged through the IT
Support helpdesk https://helpdesk.queenmargarets.com

3. To ensure that any girls who experience problems when using IT or the Internet are
appropriately supported, working with the DSL and DoDS as required.

4. To maintain an appropriate level of professional conduct in their own internet use, both
within and outside of school.
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5.3.10 Girls’ responsibilities

1. To uphold all school IT and E-Safety policies.
2. To report any misuse of IT to a member of staff or log it through the IT Support helpdesk

https://helpdesk.queenmargarets.com
3. To seek help or advice from a teacher or trusted adult if they, or another girl experience

problems whilst online.
4. To communicate with parents about their own internet usage and the importance of

staying safe.

6 Discipline

If one of the above rules is contravened, appropriate sanctions (following the guidelines set out
in Policy A4: Behaviour (girls) or Policy B4: Discipline (staff)) will be given as well as the
possible withdrawal of access to the internet, email or the whole school network. At the same
time, if a user’s conduct and or action(s) are illegal, the user may become personally liable in
some circumstances and the police or other external agencies may become involved.

7 Appendices

The following appendices are available at the end of this document:
Appendix 1 - Girls Acceptable Use
Appendix 2 - Summary of Relevant Law

Claire Rhodes

Date Agreed: November 2022
Review Date: November 2023
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Appendix 1 - Girls’ Acceptable Use

Introduction

Computers, Information Technology (IT) and E-Communication are an integral part of life at
Queen Margaret's. The school provides a network, computing facilities and related services for
the primary purpose of education. It is appreciated that these facilities will also be used for
recreational purposes; however the school's priority is to ensure these services are available to
deliver a safe, effective and responsive learning environment. If you are aware of any kind of
mis-use or issue with any school IT Systems, it is your responsibility to report it to IT Support:
https://helpdesk.queenmargarets.com

Did You Know

● Social Networks track and sell your activity on their website to advertisers?
● Employers may ask to see your Social Network profile before giving you a job?
● Most electronic communication can be intercepted at any point between you and the

recipient. The safest thing to assume is that communicating over the Internet is the same
as sending a postcard.

● Google regularly copies the content of the Internet and can make the old content
available for people to view?

● That when you are using free and open WiFi, like that at Starbucks, all your Internet
pages and emails can be seen by anyone?

Do

● Make sure that your social network privacy settings are suitable and check them
regularly

● Log off  after you have finished using any computer
● Respect the privacy of other users on the internet
● Think before you share a photo or video
● Perform a web search on yourself periodically to see what information is available to the

world
● Always check the web address of the site you are visiting

Do Not

● Tell anyone any of your passwords
● Use anyone else’s user accounts or login details
● Put anything online that you would not want your parents to see
● Put anything online which could be upsetting or distressing to another person, or which

could reflect badly on the school
● Do anything that is illegal. i.e. “Fraping”, hacking etc.
● Make copies of copyrighted material
● Take photos or videos of people without their permission
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Appendix 2 - Summary of Relevant Law

This is not intended to be an exhaustive statement of the law but to give general guidance on
important areas that are relevant to the digital world

Data Protection Act 2018

The Data Protection Act 2018 controls how your personal information is used by organisations,
businesses or the government. The Data Protection Act 2018 is the UK’s implementation of the
General Data Protection Regulation (GDPR). Everyone responsible for using personal data has to
follow strict rules called ‘data protection principles’.
They must make sure the information is:

● used fairly, lawfully and transparently
● used for specified, explicit purposes
● used in a way that is adequate, relevant and limited to only what is necessary
● accurate and, where necessary, kept up to date
● kept for no longer than is necessary
● handled in a way that ensures appropriate security, including protection against

unlawful or unauthorised processing, access, loss, destruction or damage
There is stronger legal protection for more sensitive information, such as:

● race
● ethnic background
● political opinions
● religious beliefs
● trade union membership
● genetics
● biometrics (where used for identification)
● health
● sex life or orientation

There are separate safeguards for personal data relating to criminal convictions and offences.
Think about the data that you hold, is it necessary that you hold it, is it protected from misuse
and safely stored? Seek guidance if in doubt.

Copyright, Designs & Patents Act 1988 as amended

Copyright can protect instruction manuals, computer programs and some types of database. You
should only copy or use a work protected by copyright with the copyright owner's permission.
Those rights extend for the life of the author and for seventy years after the author’s death; it is
therefore impossible, at the moment, for any copyright in a computer related product to have
expired through the passage of time. Software is generally not sold outright to the purchaser.
Instead the purchaser is granted the right to use it as laid down in the user licence. It is normally
expected that only one person at a time will have access to and use the software concerned. A
network licence may be purchased, normally at a reduced rate, for a defined number of users. A
site licence may be available to cover all (unlimited) users within the premises.
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It is thus illegal to make copies of software without the copyright owner’s consent, or to
duplicate software loaded on a hard disk for use on any other personal computer unless allowed
for under the licence. There are quite draconian criminal sanctions that could be imposed upon
the individual who acts unlawfully and on the School. You must expect acts that you know or
reasonably should have known are in breach of copyright law or of the School’s policies to
prevent such breach to be treated as a serious matter under the appropriate disciplinary
procedure

Computer Misuse Act 1990

This Act identifies three specific offences:
1. Unauthorised access to computer material (that is, a program or data).
2. Unauthorised access to a computer system with intent to commit or facilitate the

commission of a serious crime.
3. Unauthorised modification of computer material.

The Act defines (1) (the basic offence) as a summary offence punishable on conviction with a
maximum prison sentence of six months or a maximum fine of £2000 or both. The Act goes on to
describe offences (2) and (3) as triable either summarily or on indictment, and punishable with
imprisonment for a term not exceeding five years or a fine or both. These sentences clearly
reflect the perceived gravity of the offence and would imply that schools should take an equally
serious view, for example of hacking or virus proliferation. You should expect that while the
School is primarily concerned with looking after our shared academic computer systems and of
all administrative systems, given the seriousness with which the law treats such offences the
School will treat them seriously as well.
Acts in the School context that would constitute offences under the Act may perhaps extend into
areas which in the wider context would not be considered to be offences. The examples given
below are intended as a guide and do not attempt to cover all eventualities.

● Unauthorised Access to Computer Material
○ This would include: using another person's identifier (username) and password

without proper authority in order to use data or a program, or to alter, delete,
copy or move a program or data, or simply to output a program or data (for
example, to a screen or printer); laying a trap to obtain a password; reading
examination papers or examination results.

● Unauthorised Access to a Computer with intent
○ This would include: gaining access to financial or administrative records for

some personal benefit, but intent would have to be proved.
● Unauthorised Modification of Computer Material

○ This would include: destroying another user's files; modifying system files;
creation of a virus; introduction of a virus; changing examination results; and
deliberately generating information to cause a complete system malfunction.
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Obscene Publications Act 1959 and 1964

The “Obscene Publications Act 1959 and 1964” states that an article shall be deemed to be
obscene if its effect is such as to tend to deprave and corrupt persons who are likely, having
regard to all relevant circumstances, to read, see or hear the matter contained or embodied in it.
It is an offence to publish an obscene article or to have an obscene article in ownership,
possession or control with a view to publishing it or, where data is stored electronically, to
transmit that data.

Malicious Communications Act 1998/Telecommunications Act 1984

Under provisions in these Acts it is an offence to send an indecent, offensive or threatening
letter, electronic communication or other article to another person and to send a telephone
message which is indecent, offensive or threatening. Both these offences are punishable with up
to six months imprisonment and/or a fine.

The Communications Act 2003

The Communications Act 2003 is by far the most recent Act to be passed. Section 127 states that
a person is guilty of an offence if he/she sends by means of a public electronic communications
network a message or other matter that is grossly offensive or of an indecent, obscene or
menacing character; or  causes any such message or matter to be sent. A person is guilty of an
offence if, for the purpose of causing annoyance, inconvenience or needless anxiety to another
by means of a public electronic communications network, a message that he/she knows to be
false, causes such a message to be sent; or persistently makes use of a public electronic
communications network
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